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NAME _ 

ADDRESS " ~ 


I ] INDIVIDUAL 


I I SMALL BUSINESS CONCERN 


I I NONPROFIT ORGANIZATION' 


NAME 

ADDRESS 


{ | INDl VIDUA! 


I | SMAl I HUMNLSS (. ONC LRN 


| | NONt'ROf IT ORGANIZATION 


I acknowledge the duty to file, in this application or patent, notification of any change in status resulting in loss of entitle- 
ment to small entity status prior to paying, or at the time of paying, the earliest of the issue fee or any maintenance fee 
due after the date on which status as a small entity is no longer appropriate. (37 CFR 1.28 (b)) 

I hereby declare that all statements made herein of my own knowledge are true and that all statements made on information 
and belief are believed to be true; and further that these statements were made with the knowledge that willful false statements 
and the like so made are punishable by fine or imprisonment, or both, under section 1001 of Title 18 of the United States 
Code, and that such willful false statements may jeopardize the validity of the application, any patent issuing thereon, or 
any patent to which this verified statement is directed. 


NAME OF PERSON SIGNING 
TITLE OF PERSON OTHEflfTH/N OWNER 
ADDRESS OF PERSON /SIGNIMG 


SIGNATURE 




K 1 a us BR ANDSTATTER 
~Pr"esdient 


j^an.spwng 16, D - 90574 Rosstal - Ger 


many 


DATE l 


Operating Method for Controlling Load-Balanced Access by User 
Computers to Server Computers in a Computer Network 

BACKGROUND OF THE INVENTION 

5 

Field of the Invention 

The present invention relates to a data processing program based operating 
method for computer networks for controlling load-balanced access by a 
10 user computer to a server computer in a computer network with multiple 
user and server computers. 

Background Art 

15 A general problem with computer networks that incorporate multiple user 
and server computers consists of assigning to the individual user computers 
in the most optimized manner a server computer that has sufficient capaci- 
ties, i.e., the lowest possible load. In the state of the art, this problem has, 
until now, essentially been solved in such a way that one of the servers 

20 registers the calls coming from the network of user computers for programs 
installed on all servers, and performs an allocation between a certain server 
computer and the user computer. The criterion for these allocations is the 
desire to balance the load of all connected server computers as evenly as 
possible. 

25 

However, the server computer that has been given prominence in the hier- 
archy over the remaining server computers, which assumes the access con- 
trol and is commonly referred to as the load-balancing server, has the 
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problem that load-balanced access by the individual user computers to cer- 
tain server computers is no longer possible if this computer fails. 

SUMMARY OF THE INVENTION 

5 

Against the background of the described problem, the invention is based on 
the aim of revealing an operating method for computer networks that en- 
sures load-balanced access by a user computer to one of multiple server 
computers without the need for a privileged load-balancing server. 

10 

This aim is met by an operating method comprising the following steps: 

- all server computers continually determine a load on their central proc- 
essing unit - CPU load - and store at least one load-specific data value 
in a configuration that can be called up over the computer network, 

15 - all server computers wait for datagrams steniming from user computers 
in the network, which incorporate a header to call up load-specific data 
values, 

a user computer seeking access to the server computer with the lowest 
CPU load sends a datagram over the network to the server computers, 
20 with a header to call up the CPU load, 

- the server computers each send back a reply datagram over the network 
to the user computer with the load-specific data value, 

- the user computer analyzes the datagrams to determine which server 
computer has the lowest CPU load, and 

25 - access is initiated to the server with the lowest CPU load. 

Recognizably, access is thus equal to all server computers and each of them 
determines its own load. Information regarding this load is processed by a 
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user computer seeking access, after which the user computer itself selects 
"its" server computer with the lowest load. 

Recognizably, there is no longer a load-balancing server, the failure of 
5 which could impede the load-balanced access. The optimally balanced load 
of the server computers that are connected to the network is thus ensured in 
a significantly more fail-safe manner. 

Preferred embodiments of the inventive operating method, the specific 
10 characteristics and advantages of which will become apparent from the 
following description, in which the invention is explained in greater detail 
based on the appended drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

15 

Figs. 1 through 3 show schematic diagrams for a method of controlling 
the access of a user computer to a server computer in a computer 
network in successive phases, and 

20 Figs. 4 through 7 show corresponding diagrams for an alternate operat- 
ing method. 

DESCRIPTION OF THE PREFERRED EMBODIMENTS 

25 An operating method according to the invention is implemented on the 

various computers in the computer network 1 shown in Figs. 1 through 7 on 
the basis of a corresponding data processing program. The program is in- 
stalled, in the usual manner, with its corresponding program components on 
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the user computers Ul through U5 on one hand, and on the server comput- 
ers SI - S5 on the other hand. It is commonly started on the server as a 
service. Alternately, it may also be started from the "command prompt", 
from the console. When the program is called up, the number of a UDP (= 
5 USER DATAGRAM PROTOCOL) port may be transmitted. If no port 
number is transmitted, a default port, e.g., default port 4095, is used. 

Based on the program, all server computers now continually determine the 
load on their central processing units. This CPU load is determined on the 

10 basis of the amount of time that has elapsed since the last time the respec- 
tive central processing unit was called, and a corresponding load-specific 
data value is determined. When multiple central processing units exist in a 
server computer, the average of all active processors is formed. The inven- 
tive program then stores these determined values in a defined number of 20 

15 entries of elapsed amounts of time in a table, from which a data value is 
determined that is specific for the CPU load. 

In this condition all server computers SI through S5 wait for datagrams 
arriving from the user computers Ul through U5, while the load-specific 
20 data value is continually updated. 

If access is now to take place by a user computer U3 from the total number 
of user computers Ul through U5 to initiate a program session on the 
server computer SI through S5 with the lowest load, a circular datagram is 
25 transmitted by the user computer U3 to all server computers S 1 through S5 
in the network 1. The datagram contains a header identifying the datagram 
as an instruction to call up the CPU load of the respective server computer 
SI through S5 over the network L Instead of a circular datagram, individ- 
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ual datagrams may also be sent to predefined server computers SI through 
S5, which can be implemented based on the program configuration. The 
circular datagram is symbolized in Fig. 1 by the arrows 2. 

5 Based on the circular datagram 2, all server computers SI through S5 return 
reply datagrams 3.1 through 3.5 (see arrows in Fig. 2), in which a load- 
specific data value is transmitted over the network 1 to the user computer 3 
via the UDP port 4095. This data value may be standardized to a range of 0 
to 10,000, for example, with the value 10,000 corresponding to a 100% 

10 load. The reply datagrams 3.1 to 3.5 from the individual server computers 
SI through S5 contain additional information regarding available connec- 
tion ports, by which an exchange of data can take place between the user 
computer U3 and the respective server computer S 1 through S5 according 
to the defined data exchange protocols. For example, the data exchange 

15 protocol RDP is available at all server computers SI through S5. The server 
computers SI and S5 additionally offer the ICA protocol. Lastly, data en- 
cryption is implemented on the server computers SI through S3. The in- 
formation relating to this is contained in the reply datagrams 3.1 through 
3.5, as indicated in Fig. 2. 

20 

The user computer U3 now analyzes the datagrams 3.1 through 3.5 to de- 
termine which server computer has the lowest load under certain frame- 
work conditions, such as the desired data exchange protocol. If, for exam- 
ple, a connection is to be made via ICA, as a matter of principle only the 
25 server computers SI and S5 are suitable. Of these two, the server computer 
SI has a lower load with a CPU load of 2000, compared to the server com- 
puter S5 with a CPU load of 3000. The inventive operating method will, 
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therefore, establish a connection between the user computer U3 and the 
server computer SI, as indicated at 4. 1 in Fig. 3. 

However, if a connection between computers is to be made via the RDP 
5 protocol, all server computers are available. Accordingly, the server com- 
puter S2 will be selected for the connection 4.2 since, with a CPU load of 
500, it has the lowest load of all server computers SI through S5. 

To summarize, access will be initiated via the inventive access method to 
10 the server computer S 1 or S2 that has the lowest CPU load while providing 
the desired data exchange protocol. 

An alternate implementation of the inventive access method is symbolized 
in Figs. 4 through 7. To avoid unnecessary explanations, only the differ- 

15 ences from the above-described method will be pointed out in this context. 
A circular datagram 5 is transmitted to the server computers SI through S5 
over the computer network 1 from the user computer Ul seeking access to 
the server computer with the lowest load, which, in addition to the above- 
mentioned header to call up the CPU load, also contains identification pa- 

20 rameters representative for this computer, namely a user identification 
number "userlD" and, optionally, also an associated domain name. If the 
received datagram 5 contains a userlD, a determination is made with the 
aid of a corresponding API (application programming interface) in the 
server computer S 1 through S5, whether program sessions with this user 

25 identification number are currently running. If a domain name is transmit- 
ted in addition to the user identification number, an additional check is per- 
formed when the user identification number matches, to determine whether 
the domain name matches. 
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On the server computers SI through S5 it is now registered, in the usual 
manner, which program sessions are currently running in which condition. 
Distinctions are made, in this context, between the conditions "discon- 
5 nected", "connected and active" and "other". The latter condition has no 
specific program-related definition. 

If a circular datagram 5 with user ID and domain name is now transmitted, 
the server computers each send reply datagrams 6.1 through 6.5 which 

10 contain, in addition to the load-specific data value for the CPU load and the 
available transfer protocols, also a listing of the number of program ses- 
sions currently running for this user ID and domain name. For example, no 
program sessions of the user computer Ul are running on the server com- 
puters SI, S3, S5, which is manifested by the information "Sessions: 

15 0/0/0". 

On the server computer S2, two program sessions are disconnected and 
none are active, which is illustrated by the information "Sessions:2/0/0". 
The server computer S4 reports "Sessions: 1/1/0", which means one discon- 
20 nected and one connected, active program session. 

The user computer U3 now analyzes the incoming reply datagrams 6. 1 
through 6.5 in such a way that it registers the respective CPU loads and the 
fact whether a disconnected program session exists on a server computer. 
25 In Fig. 6 this has been indicated by the table 7. In the process, the determi- 
nation is made that a disconnected program session exists on the server 
computer S4 with the highest load of 50% of all server computers SI 
through S5. The user computer U3 accordingly re-establishes this discon- 
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nected RDP program session with a corresponding connection 8 to the 
server computer S4 (see Figure 7). 
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What is claimed is: 

1. A data processing program based operating method for computer net- 
works to control load-balanced access by a user computer to a server 

5 computer in a computer network with multiple user and server comput- 

ers having the following method steps: 

all server computers (SI - S5) continually determine the load of 
their central processing unit - CPU load - and store at least one 
load-specific data value in a configuration that can be called up 

10 over the computer network (1), 

all server computers (SI - S5) wait for datagrams (2, 5) stemming 
from user computers (Ul - U5) in the computer network (1), which 
incorporate a header to call up load-specific data values, 
a user computer (U3) seeking access to the server computer (S 1 - 

15 S5) with a lowest CPU load sends a datagram (2, 5) over the com- 

puter network (1) to the server computers (SI - S5), with a header 
to call up the CPU load, 

the server computers (SI - S5) each send back a reply datagram 
(3.1 - 3.5; 6.1 - 6.5) over the computer network (1) to the user 
20 computer (U3) with the load-specific data value, 

the user computer (U3) analyzes the reply datagrams (3. 1 - 3.5; 6. 1 
- 6,5) to determine which server computer (SI - S5) has the lowest 
CPU load, and 

access is initiated to the server computer (S 1, S2) with the lowest 
25 CPU load. 

2. A method as set forth in claim 1, wherein the load-specific data value 
for the CPU load of a central processing unit of the respective server 
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computer (SI - S5) is determined based on an amount of time that has 
elapsed since a last call on the central processing unit. 

3. A method as set forth in claim 2, wherein the data value is determined 
5 from a defined number of entries of elapsed amounts of time into a ta- 

ble. 


4. A method as set forth in claim 1, wherein the user computer (U3) 
seeking access sends a circular datagram (2, 5) to all server computers 

10 in the computer network (1). 

5. A method as set forth in claim 1 ? wherein the user computer seeking 
access sends individual datagrams to pre-defined server computers. 

15 6. A method as set forth in claim 1, wherein the user computer (U3) 

seeking access sends a user identification parameter that is representa- 
tive for this computer, specifically a user identification number 
(userlD) and an associated domain name, to the server computer (SI - 
S5). 

20 

7. A method as set forth in claim 5, wherein the server computers (SI - 
S5) transmit datagrams (6.1 - 6.5) with additional information on the 
active or interrupted program sessions for the user computer seeking 
access. 

25 

8. A method as set forth in claim 1, wherein the server computers (S 1 - 
S5) transmit datagrams (3.1 - 3.5; 6.1 - 6.5) with information regarding 
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connection ports that are available under defined data exchange proto- 
cols (RDP; ICA). 
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Abstract 


An operating method on the basis of a data processing program is designed 
to control load-balanced access by a user computer to a server computer in 
a computer network. The load-balanced access takes place based on an in- 
quiry by the user computer to all server computers regarding their load, and 
according to an assignment to the server computer with the lowest load. 
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